Resident Programs Chapter 18

Most MS-DOS applications are transient. They load into memory, execute, terminate, and DOS uses
the memory allocated to the application for the next program the user executes. Resident programs follow
these same rules, except for the last. A resident program, upon termination, does not return all memory
back to DOS. Instead, a portion of the program remains resident, ready to be reactivated by some other
program at a future time.

Resident programs, also known as terminate and stay resident programs or TSRs, provide a tiny
amount of multitasking to an otherwise single tasking operating system. Until Microsoft Windows
became popular, resident programs were the most popular way to allow multiple applications to coexist
in memory at one time. Although Windows has diminished the need for TSRs for background processing,
TSRs are still valuable for writing device drivers, antiviral tools, and program patches. This chapter will dis-
cuss the issues you must deal with when writing resident programs.

18.1 DOS Memory Usage and TSRs

When you first boot DOS, the memory layout will look something like the following:

OFFFFFh High Memory Area (HMA) and Upper Memory Blocks (UMB)
Video, ROM, and Adapter memory space
OBFFFFh (640K)
Memory available for application use
Free Memory Pointer
Interrupt vectors, BIOS variables, DOS variables, and
00000h lower memory portion of DOS.

DOS Memory Map (no active application)

DOS maintains a free memory pointer that points the the beginning of the block of free memory.
When the user runs an application program, DOS loads this application starting at the address the free
memory pointer contains. Since DOS generally runs only a single application at a time, all the memory
from the free memory pointer to the end of RAM (0BFFFFh) is available for the application’s use:

OFFFFFh
Free Memory Pointer
0BFFFFh (640K)
Memory in use by application
00000h

DOS Memory Map (w/active application)

When the program terminates normally via DOS function 4Ch (the Standard Library exitpgm macro),

MS-DOS reclaims the memory in use by the application and resets the free memory pointer to just above
DOS in low memory.
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MS-DOS provides a second termination call which is identical to the terminate call with one excep-
tion, it does not reset the free memory pointer to reclaim all the memory in use by the application. Instead,
this terminate and stay resident call frees all but a specified block of memory. The TSR call (ah=31h)
requires two parameters, a process termination code in the al register (usually zero) and dx must contain
the size of the memory block to protect, in paragraphs. When DOS executes this code, it adjusts the free
memory pointer so that it points at a location dx*16 bytes above the program’s PSP (see “MS-DOS,
PC-BIOS, and File 1/0” on page 699). This leaves memory looking like this:

OFFFFFh
0BFFFFh (640K)
Free Memory Pointer
Memory in use by resident application
00000h

DOS Memory Map (w/resident application)

When the user executes a new application, DOS loads it into memory at the new free memory pointer
address, protecting the resident program in memory:

OFFFFFh
Free Memory Pointer
0BFFFFh (640K)
Memory in use by normal application
Memory in use by resident application
00000h

DOS Memory Map (w/resident and normal application)

When this new application terminates, DOS reclaims its memory and readjusts the free memory pointer to
its location before running the application - just above the resident program. By using this free memory
pointer scheme, DOS can protect the memory in use by the resident program-.

The trick to using the terminate and stay resident call is to figure out how many paragraphs should
remain resident. Most TSRs contain two sections of code: a resident portion and a transient portion. The
transient portion is the data, main program, and support routines that execute when you run the program
from the command line. This code will probably never execute again. Therefore, you should not leave it in
memory when your program terminates. After all, every byte consumed by the TSR program is one less
byte available to other application programs.

The resident portion of the program is the code that remains in memory and provides whatever func-
tions are necessary of the TSR. Since the PSP is usually right before the first byte of program code, to effec-
tively use the DOS TSR call, your program must be organized as follows:

1. Of course, DOS could never protect the resident program from an errant application. If the application decides to write zeros all over memory,
the resident program, DOS, and many other memory areas will be destroyed.

Page 1026



Resident Programs

High addresses SSEG, ZZZZZZSEG, etc.
Transient code
Resident code and data
Low addresses PSP

Memory Organization for a Resident Program

To use TSRs effectively, you need to organize your code and data so that the resident portions of your
program loads into lower memory addresses and the transient portions load into the higher memory
addresses. MASM and the Microsoft Linker both provide facilities that let you control the loading order of
segments within your code (see “MASM: Directives & Pseudo-Opcodes” on page 355). The simple solu-
tion, however, is to put all your resident code and data in a single segment and make sure that this seg-
ment appears first in every source module of your program. In particular, if you are using the UCR
Standard Library SHELL.ASM file, you must make sure that you define your resident segments before the
include directives for the standard library files. Otherwise MS-DOS will load all the standard library rou-
tines before your resident segment and that would waste considerable memory. Note that you only need
to define your resident segment first, you do not have to place all the resident code and data before the
includes. The following will work just fine:

Resi dent Seg segment para public ‘resident’
Resi dent Seg ends

EndResi dent segnent para public ‘ EndRes’
EndResi dent ends

.xlist
i ncl ude stdlib.a

includelib stdlib.lib
st

Resi dent Seg segment para public ‘resident’

assune cs: Resi dent Seg, ds: Resi dent Seg
PSP word ? ; This var nust be here!
; Put resident code and data here

Resi dent Seg ends

dseg segment para public ‘data’

; Put transient data here

dseg ends
cseg segment para public ‘code’
assume cs: cseg, ds:dseg

; Put Transient code here.

cseg ends
etc.

The purpose of the EndResident segment will become clear in a moment. For more information on
DOS memory ordering, see Chapter Six.
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Now the only problem is to figure out the size of the resident code, in paragraphs. With your code
structured in the manner shown above, determining the size of the resident program is quite easy, just use
the following statements to terminate the transient portion of your code (in cseg):

nmov ax, Resident Seg ; Need access to Resi dent Seg

nov es, ax

nmov ah, 62h ;DB Get PSP call.

int 21h

mv es: PSP, bx ; Save PSP val ue in PSP vari abl e.

; The followi ng code conputes the sixe of the resident portion of the code.

; The EndResi dent segment is the first segnent in nenory after resident code.
; The progranis PSP value is the segment address of the start of the resident
; block. By conputing EndResi dent-PSP we conmpute the size of the resident

; portion in paragraphs.

nmov dx, EndResi dent ; Get EndResi dent segment address.
sub dx, bx ; Subtract PSP.

Ckay, execute the TSR call, preserving only the resident code.

nmov ax, 3100h ; AHE31h (TSR), AL=0 (return code).
int 21h

Executing the code above returns control to MS-DOS, preserving your resident code in memory.

There is one final memory management detail to consider before moving on to other topics related to
resident programs - accessing data within an resident program. Procedures within a resident program
become active in response to a direct call from some other program or a hardware interrupt (see the next
section). Upon entry, the resident routine may specify that certain registers contain various parameters,
but one thing you cannot expect is for the calling code to properly set up the segment registers for you.
Indeed, the only segment register that will contain a meaningful value (to the resident code) is the code
segment register. Since many resident functions will want to access local data, this means that those func-
tions may need to set up ds or some other segment register(s) upon initial entry. For example, suppose
you have a function, count, that simply counts the number of times some other code calls it once it has
gone resident. One would thing that the body of this function would contain a single instruction:
inc counter. Unfortunately, such an instruction would increment the variable at counter’s offset in the
current data segment (that is, the segment pointed at by the ds register). It is unlikely that ds would be
pointing at the data segment associated with the count procedure. Therefore, you would be incrementing
some word in a different segment (probably the caller's data segment). This would produce disastrous
results.

There are two solutions to this problem. The first is to put all variables in the code segment (a very
common practice in resident sections of code) and use a cs: segment override prefix on all your variables.
For example, to increment the counter variable you could use the instruction inc cs:counter. This
technique works fine if there are only a few variable references in your procedures. However, it suffers
from a few serious drawbacks. First, the segment override prefix makes your instructions larger and
slower; this is a serious problem if you access many different variables throughout your resident code. Sec-
ond, it is easy to forget to place the segment override prefix on a variable, thereby causing the TSR func-
tion to wipe out memory in the caller's data segment. Another solution to the segment problem is to
change the value in the ds register upon entry to a resident procedure and restore it upon exit. The fol-
lowing code demonstrates how to do this:

push ds ; Preserve original DS val ue.
push cs ;Copy CS's value to DS

pop ds

inc Count er ; Bunp the variabl e’ s val ue.
pop ds ;Restore original DS val ue.

Of course, using the cs: segment override prefix is a much more reasonable solution here. However, had
the code been extensive and had accessed many local variables, loading ds with cs (assuming you put
your variables in the resident segment) would be more efficient.
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18.2 Active vs. Passive TSRs

Microsoft identifies two types of TSR routines: active and passive. A passive TSR is one that activates
in response to an explicit call from an executing application program. An active TSR is one that responds
to a hardware interrupt or one that a hardware interrupt calls.

TSRs are almost always interrupt service routines (see “80x86 Interrupt Structure and Interrupt Service
Routines (ISRs)” on page 996). Active TSRs are typically hardware interrupt service routines and passive
TSRs are generally trap handlers (see “Traps” on page 999). Although, in theory, it is possible for a TSR to
determine the address of a routine in a passive TSR and call that routine directly, the 80x86 trap mecha-
nism is the perfect device for calling such routines, so most TSRs use it.

Passive TSRs generally provide a callable library of routines or extend some DOS or BIOS call. For
example, you might want to reroute all characters an application sends to the printer to a file. By patching
into the int 17h vector (see “The PC Parallel Ports” on page 1199) you can intercept all characters destined
for the printerZ. Or you could add additional functionality to a BIOS routine by chaining into its interrupt
vector. For example, you could add new function calls to the int 10h BIOS video services routine (see
“MS-DOS, PC-BIOS, and File 1/0” on page 699) by looking for a special value in ah and passing all other
int 10h calls on through to the original handler. Another use of a passive TSR is to provide a brand new set
of services through a new interrupt vector that the BIOS does not already provide. The mouse services,
provided by the mouse.com driver, is a good example of such a TSR.

Active TSRs generally serve one of two functions. They either service a hardware interrupt directly, or
they piggyback off the hardware interrupt so they can activate themselves on a periodic basis without an
explicit call from an application. Pop-up programs are a good example of active TSRs. A pop-up program
chains itself into the PC's keyboard interrupt (int 9). Pressing a key activates such a program. The program
can read the PC's keyboard port (see “The PC Keyboard” on page 1153) to see if the user is pressing a spe-
cial key sequence. Should this keysequence appear, the application can save a portion of the screen mem-
ory and “pop-up” on the screen, perform some user-requested function, and then restore the screen when
done. Borland's Sidekick[] program is an example of an extremely popular TSR program, though many
others exist.

Not all active TSRs are pop-ups, though. Certain viruses are good examples of active TSRs. They
patch into various interrupt vectors that activate them automatically so they can go about their dastardly
deeds. Fortunately, some anti-viral programs are also good examples of active TSRs, they patch into those
same interrupt vectors and detect the activities of a virus and attempt to limit the damage the virus may
cause.

Note that a TSR may contain both active and passive components. That is, there may be certain rou-
tines that a hardware interrupt invokes and others that an application calls explicitly. However, if any rou-
tine in a resident program is active, we'll claim that the entire TSR is active.

The following program is a short example of a TSR that provides both active and passive routines.
This program patches into the int 9 (keyboard interrupt) and int 16h (keyboard trap) interrupt vectors.
Every time the system generates a keyboard interrupt, the active routine (int 9) increments a counter. Since
the keyboard usually generates two keyboard interrupts per keystroke, dividing this value by two pro-
duces the approximate number of keys typed since starting the TSRS, A passive routine, tied into the
int 16h vector, returns the number of keystrokes to the calling program. The following code provides two
programs, the TSR and a short application to display the number of keystrokes since the TSR started run-
ning.

; This is an exanple of an active TSR that counts keyboard interrupts
; once activated.

; The resident segnent definitions nust cone before everything el se.

2. Assuming the application uses DOS or BIOS to print the characters and does not talk directly to the printer port itself.
3. Itis not an exact count because some keys generate more than two keyboard interrupts.

Page 1029



Chapter 18

Page 1030

Resi dent Seg
Resi dent Seg

EndResi dent
EndResi dent

segnent para public ‘ Resident’
ends

segment para public ‘EndRes
ends

.xli st

i ncl ude stdlib.a

includelib stdlib.lib

st

; Resident segment that holds the TSR code:

Resi dent Seg

segment
assune

para public ‘Resident’
cs: Resi dent Seg, ds: not hing

; The follow ng variable counts the nunber of keyboard interrupts

Keyl nt Ont

; These two variabl es contain the original

wor d 0

INT 9 and I NT 16h

; interrupt vector val ues:

adint9
adint16

M/l nt 9-

M/l nt 9

M/l nt9

M/l nt 16-

M/ nt 16

;| T AHEOFFh,
Ret urnCnt :

M/ nt 16

Resi dent Seg

cseg

dwor d ?
dwor d ?

The systemcalls this routine every tine a keyboard
interrupt occus. This routine increnments the
Keyl nt Ont vari abl e and then passes control on to the

original Int9 handler.

proc far

inc Resi dent Seg: Keyl nt Ont
jnp Resi dent Seg: A dInt9
endp

This is the passive conponent of this TSR An
application explicitly calls this routine with an
INT 16h instruction. |If AH contains OFFh, this
routine returns the nunber of keyboard interrupts
inthe AXregister. If AH contains any other val ue,
this routine passes control to the original |NI 16h
(keyboard trap) handl er.

proc far

cnp ah, OFFh

je Ret ur nOnt

jp Resi dent Seg: A dI nt 16; Cal | ori gi nal handl er.

return the keyboard interrupt count

nmov ax, Resi dent Seg: Keyl nt Ont
iret

endp

ends

segment para public ‘code

assune cs: cseg, ds: Resident Seg
proc

mem ni t

nmov ax, Resident Seg

nov ds, ax



Resident Programs

nmov ax, 0

nov es, ax

print

byt e “Keyboard interrupt counter TSR progrant,cr,|f
byt e “Installing....”,cr,1f,0

; Patch into the INT 9 and INT 16 interrupt vectors. Note that the
; Statenents above have nmade ResidentSeg the current data segnent,
; SO we can store the old INT 9 and INT 16 val ues directly into

; the AdInt9 and Adint16 vari abl es.

cli ; Turn of f interrupts!
nov ax, es:[9*4]

nmv word ptr Adint9, ax

nov ax, es:[9*4 + 2]

nov word ptr Adint9+2, ax

nmov es:[9*4], offset M/Int9

nmov es: [9*4+2], seg Resident Seg

nmov ax, es:[16h*4]

nmov word ptr Adintl16, ax

nov ax, es:[1l6h*4 + 2]

nmov word ptr QA dlnt16+2, ax

nmov es:[16h*4], offset M/Int16

nmv es: [16h*4+2], seg Resi dent Seg

sti ; Ckay, ints back on.

; W’'re hooked up, the only thing that remains is to termnate and
; stay resident.

print
byte “Installed.”,cr,If,0
nov ah, 62h ;Get this progranis PSP
i nt 21h ; val ue.
nov dx, EndResi dent ; Conput e size of program
sub dx, bx
nmov ax, 3100h ; DOS TSR comrand.
i nt 21h
Mai n endp
cseg ends
sseg segnent para stack ‘stack’
stk db 1024 dup (“stack “)
sseg ends
zz77277s€g segment para public ‘zzzzzz’
Last Byt es db 16 dup (?)
z277727s€egQ ends
end Mai n

Here's the application that calls MyInt16 to print the number of keystrokes:

; This is the conpani on programto the keycnt TSR

; This programcalls the “M/Int16” routine in the TSRto

; determne the nunber of keyboard interrupts. It displays
; the approxi mate nunber of keystrokes (keyboard ints/2)

and quits.
.xlist
i ncl ude stdlib.a
includelib stdlib.lib
st
cseg segment para public ‘code’
assune cs:cseg, ds:nothing
Mai n proc
mem ni t
print
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byte “ Appr oxi mat e nunber of keys pressed: “,0
nmov ah, OFFh
int 16h
shr ax, 1 ; Must divide by two.
putu
put cr
Exi t Pgm
Mai n endp
cseg ends
sseg segnent para stack ‘stack’
stk db 1024 dup (“stack “)
sseg ends
zzzz277s€g segment para public ‘zzzzzz’
Last Byt es db 16 dup (?)
zz7727s€eg ends
end Mai n

18.3 Reentrancy

One big problem with active TSRs is that their invocation is asynchronous. They can activate at the
touch of a keystroke, timer interrupt, or via an incoming character on the serial port, just to name a few.
Since they activate on a hardware interrupt, the PC could have been executing just about any code when
the interrupt came along. This isn’t a problem unless the TSR itself decides to call some foreign code, such
as DOS, a BIOS routine, or some other TSR. For example, the main application may be making a DOS call
when a timer interrupt activates a TSR, interrupting the call to DOS while the CPU is still executing code
inside DOS. If the TSR attempts to make a call to DOS at this point, then this will reenter DOS. Of course,
DOS is not reentrant, so this creates all kinds of problems (usually, it hangs the system). When writing
active TSRs that call other routines besides those provided directly in the TSR, you must be aware of possi-
ble reentrancy problems.

Note that passive TSRs never suffer from this problem. Indeed, any TSR routine you call passively will
execute in the caller’s environment. Unless some other hardware ISR or active TSR makes the call to your
routine, you do not need to worry about reentrancy with passive routines. However, reentrancy is an issue
for active TSR routines and passive routines that active TSRs call.

18.3.1 Reentrancy Problems with DOS
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DOS is probably the biggest sore point to TSR developers. DOS is not reentrant yet DOS contains
many services a TSR might use. Realizing this, Microsoft has added some support to DOS to allow TSRs to
see if DOS is currently active. After all, reentrancy is only a problem if you call DOS while it is already
active. If itisn't already active, you can certainly call it from a TSR with no ill effects.

MS-DOS provides a special one-byte flag (InDOS) that contains a zero if DOS is currently active and a
non-zero value if DOS is already processing an application request. By testing the InDOS flag your TSR
can determine if it can safely make a DOS call. If this flag is zero, you can always make the DOS call. If this
flag contains one, you may not be able to make the DOS call. MS-DOS provides a function call, Get InDOS
Flag Address, that returns the address of the InDOS flag. To use this function, load ah with 34h and call
DOS. DOS will return the address of the InDOS flag in es:bx. If you save this address, your resident pro-
grams will be able to test the InDOS flag to see if DOS is active.

Actually, there are two flags you should test, the InDOS flag and the critical error flag (criterr). Both
of these flags should contain zero before you call DOS from a TSR. In DOS version 3.1 and later, the criti-
cal error flag appears in the byte just before the InDOS flag.
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So what should you do if these flags aren't both zero? It's easy enough to say “hey, come back and do
this stuff later when MS-DOS returns back to the user program.” But how do you do this? For example, if a
keyboard interrupt activates your TSR and you pass control on to the real keyboard handler because DOS
is busy, you can't expect your TSR to be magically restarted later on when DOS is no longer active.

The trick is to patch your TSR into the timer interrupt as well as the keyboard interrupt. When the key-
stroke interrupt wakes your TSR and you discover that DOS is busy, the keyboard ISR can simply set a flag
to tell itself to try again later; then it passes control to the original keyboard handler. In the meantime, a
timer ISR you've written is constantly checking this flag you've created. If the flag is clear, it simply passes
control on to the original timer interrupt handler, if the flag is set, then the code checks the InDOS and
CritErr flags. If these guys say that DOS is busy, the timer ISR passes control on to the original timer han-
dler. Shortly after DOS finishes whatever it was doing, a timer interrupt will come along and detect that
DOS is no longer active. Now your ISR can take over and make any necessary calls to DOS that it wants.
Of course, once your timer code determines that DOS is not busy, it should clear the “I want service” flag
so that future timer interrupts don't inadvertently restart the TSR.

There is only one problem with this approach. There are certain DOS calls that can take an indefinite
amount of time to execute. For example, if you call DOS to read a key from the keyboard (or call the Stan-
dard Library’s getc routine that calls DOS to read a key), it could be hours, days, or even longer before
somebody actually bothers to press a key. Inside DOS there is a loop that waits until the user actually
presses a key. And until the user presses some key, the InDOS flag is going to remain non-zero. If you've
written a timer-based TSR that is buffering data every few seconds and needs to write the results to disk
every now and then, you will overflow your buffer with new data if you wait for the user, who just went to
lunch, to press a key in DOS’ command.com program.

Luckily, MS-DOS provides a solution to this problem as well - the idle interrupt. While MS-DOS is in
an indefinite loop wait for an 1/0 device, it continually executes an int 28h instruction. By patching into
the int 28h vector, your TSR can determine when DOS is sitting in such a loop. When DOS executes the
int 28h instruction, it is safe to make any DOS call whose function number (the value in ah) is greater than
0Ch.

So if DOS is busy when your TSR wants to make a DOS call, you must use either a timer interrupt or
the idle interrupt (int 28h) to activate the portion of your TSR that must make DOS calls. One final thing to
keep in mind is that whenever you test or modify any of the above mentioned flags, you are in a critical
section. Make sure the interrupts are off. If not, your TSR make activate two copies of itself or you may
wind up entering DOS at the same time some other TSR enters DOS.

An example of a TSR using these techniques will appear a little later, but there are some additional
reentrancy problems we need to discuss first.

18.3.2 Reentrancy Problems with BIOS

DOS isn't the only non-reentrant code a TSR might want to call. The PC’s BIOS routines also fall into
this category. Unfortunately, BIOS doesn't provide an “InBIOS” flag or a multiplex interrupt. You will have
to supply such functionality yourself.

The key to preventing reentering a BIOS routine you want to call is to use a wrapper. A wrapper is a
short ISR that patches into an existing BIOS interrupt specifically to manipulate an InUse flag. For exam-
ple, suppose you need to make an int 10h (video services) call from within your TSR. You could use the
following code to provide an “Int10InUse” flag that your TSR could test:

M/l nt 10 proc far
inc cs: I nt 10l nUse
pushf
call cs:Adint10
dec cs: I nt 10l nise
iret

M/l nt 10 endp
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Assuming you've initialized the Int10InUse variable to zero, the in use flag will contain zero when it is
safe to execute an int 10h instruction in your TSR, it will contain a non-zero value when the interrupt 10h
handler is busy. You can use this flag like the InDOS flag to defer the execution of your TSR code.

Like DOS, there are certain BIOS routines that may take an indefinite amount of time to complete.
Reading a key from the keyboard buffer, reading or writing characters on the serial port, or printing char-
acters to the printer are some examples. While, in some cases, it is possible to create a wrapper that lets
your TSR activate itself while a BIOS routine is executing one of these polling loops, there is probably no
benefit to doing so. For example, if an application program is waiting for the printer to take a character
before it sends another to printer, having your TSR preempt this and attempt to send a character to the
printer won't accomplish much (other than scramble the data sent to the print). Therefore, BIOS wrappers
generally don't worry about indefinite postponement in a BIOS routine.

58,9,D,E, 10,13,16,17, 21, 28

If you run into problems with your TSR code and certain application programs, you may want to
place wrappers around the following interrupts to see if this solves your problem: int 5, int 8, int 9, int B,
intC, int D, int E, int 10, int 13, int 14, int 16, or int 17. These are common culprits when TSR problems
develop.

18.3.3 Reentrancy Problems with Other Code

Reentrancy problems occur in other code you might call as well. For example, consider the UCR Stan-
dard Library. The UCR Standard Library is not reentrant. This usually isn't much of a problem for a couple
of reasons. First, most TSRs do not call Standard Library subroutines. Instead, they provide results that
normal applications can use; those applications use the Standard Library routines to manipulate such
results. A second reason is that were you to include some Standard Library routines in a TSR, the applica-
tion would have a separate copy of the library routines. The TSR might execute an strcmp instruction
while the application is in the middle of an strcmp routine, but these are not the same routines! The TSR is
not reentering the application’s code, it is executing a separate routine.

However, many of the Standard Library functions make DOS or BIOS calls. Such calls do not check to
see if DOS or BIOS is already active. Therefore, calling many Standard Library routines from within a TSR
may cause you to reenter DOS or BIOS.

One situation does exist where a TSR could reenter a Standard Library routine. Suppose your TSR has
both passive and active components. If the main application makes a call to a passive routine in your TSR
and that routine call a Standard Library routine, there is the possibility that a system interrupt could inter-
rupt the Standard Library routine and the active portion of the TSR reenter that same code. Although such
a situation would be extremely rare, you should be aware of this possibility.

Of course, the best solution is to avoid using the Standard Library within your TSRs. If for no other
reason, the Standard Library routines are quite large and TSRs should be as small as possible.

18.4 The Multiplex Interrupt (INT 2Fh)
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When installing a passive TSR, or an active TSR with passive components, you will need to choose
some interrupt vector to patch so other programs can communicate with your passive routines. You could
pick an interrupt vector almost at random, say int 84h, but this could lead to some compatibility problems.
What happens if someone else is already using that interrupt vector? Sometimes, the choice of interrupt
vector is clear. For example, if your passive TSR is extended the int 16h keyboard services, it makes sense
to patch in to the int 16h vector and add additional functions above and beyond those already provided by
the BIOS. On the other hand, if you are creating a driver for some brand new device for the PC, you prob-
ably would not want to piggyback the support functions for this device on some other interrupt. Yet arbi-
trarily picking an unused interrupt vector is risky; how many other programs out there decided to do the
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same thing? Fortunately, MS-DOS provides a solution: the multiplex interrupt. Int 2Fh provides a general
mechanism for installing, testing the presence of, and communicating with a TSR.

To use the multiplex interrupt, an application places an identification value in ah and a function
number in al and then executes an int 2Fh instruction. Each TSR in the int 2Fh chain compares the
value in ah against its own unique identifier value. If the values match, the TSR process the command
specified by the value in the al register. If the identification values do not match, the TSR passes control to
the next int 2Fh handler in the chain.

Of course, this only reduces the problem somewhat, it doesn't eliminate it. Sure, we don’t have to
guess an interrupt vector number at random, but we still have to choose a random identification number.
After all, it seems reasonable that we must choose this number before designing the TSR and any applica-
tions that call it, after all, how will the applications know what value to load into ah if we dynamically
assign this value when the TSR goes resident?

Well, there is a little trick we can play to dynamically assign TSR identifiers and let any interested
applications determine the TSR’s ID. By convention, function zero is the “Are you there?” call. An applica-
tion should always execute this function to determine if the TSR is actually present in memory before mak-
ing any service requests. Normally, function zero returns a zero in al if the TSR is not present, it returns
OFFh if it is present. However, when this function returns OFFh it only tells you that some TSR has
responded to your query; it does not guarantee that the TSR you are interested in is actually present in
memory. However, by extending the convention somewhat, it is very easy to verify the presence of the
desired TSR. Suppose the function zero call also returns a pointer to a unique identification string in the
es:di registers. Then the code testing for the presence of a specific TSR could test this string when the
int 2Fh call detects the presence of a TSR. the following code segment demonstrates how a TSR could
determine if a TSR identified as “Randy’s INT 10h Extension” is present in memory; this code will also
determine the unique identification code for that TSR, for future reference:

; Scan through all the possible TSR IDs. If one is installed, see if
cit'’s the TSRwe're interested in.

nmov cx, OFFh :This will be the | D nunber.
| DLoop: nov ah, cl ID-> AH

push CX ; Preserve CX across call

nov al, 0 ; Test presence function code.

int 2Fh ;Call multiplex interrupt.

pop CX ;Restore CX

cnp al, 0 ;Install ed TSR?

je Tr yNext ;Returns zero if none there.

strcnpl ;See if it's the one we want.

byte “Randy’s INT “

byte “10h Extension”, 0

je Success :Branch off if it is ours.
TryNext : | oop | DLoop ; G herwi se, try the next one.

jnp Not I nstal | ed ;Failure if we get to this point.
Success: nov Funcl D, cl ; Save function result.

If this code succeeds, the variable Funcld contains the identification value for resident TSR. If it fails, the
application program probably needs to abort, or otherwise ensure that it never calls the missing TSR.

The code above lets an application easily detect the presence of and determine the ID number for a
specific TSR. The next question is “How do we pick the 1D number for the TSR in the first place?” The next
section will address that issue, as well as how the TSR must respond to the multiplex interrupt.

18.5 Installing a TSR

Although we've already discussed how to make a program go resident (see “DOS Memory Usage and
TSRs” on page 1025), there are a few aspects to installing a TSR that we need to address. First, what hap-

Page 1035



Chapter 18

Page 1036

pens if a user installs a TSR and then tries to install it a second time without first removing the one that is
already resident? Second, how can we assign a TSR identification number that won't conflict with a TSR
that is already installed? This section will address these issues.

The first problem to address is an attempt to reinstall a TSR program. Although one could imagine a
type of TSR that allows multiple copies of itself in memory at one time, such TSRs are few and far in-be-
tween. In most cases, having multiple copies of a TSR in memory will, at best, waste memory and, at
worst, crash the system. Therefore, unless you are specifically written a TSR that allows multiple copies of
itself in memory at one time, you should check to see if the TSR is installed before actually installing it.
This code is identical to the code an application would use to see if the TSR is installed, the only difference
is that the TSR should print a nasty message and refuse to go TSR if it finds a copy of itself already installed
in memory. The following code does this:

nmov cx, OFFh
Sear chLoop: nmov ah, cl
push CX
nmov al, 0
int 2Fh
pop cX
cnp al, 0
je Tr yNext
st rcnpl
byt e “Randy’s I NT “
byte “10h Extension”, 0
je Al readyThere
TryNext : | oop Sear chLoop
jnp Not I nstal | ed
Al readyThere: print
byt e “Acopy of this TSR already exists in menory”,cr,|f
byt e “Aborting installation process.”,cr,If,0

Exi t Pgm

In the previous section, you saw how to write some code that would allow an application to deter-
mine the TSR ID of a specific resident program. Now we need to look at how to dynamically choose an
identification number for the TSR, one that does not conflict with any other TSRs. This is yet another mod-
ification to the scanning loop. In fact, we can modify the code above to do this for us. All we need to do is
save away some ID value that does not does not have an installed TSR. We need only add a few lines to
the above code to accomplish this:

mv Funcl D, O ;Initialize FunclD to zero.
mov cx, OFFh
Sear chLoop: nmov ah, cl
push CX
nmov al, 0
int 2Fh
pop CX
cnp al, 0
je Tr yNext
strcnpl
byt e “Randy’s I NT “
byte “10h Extension”, 0
je Al readyThere
| oop Sear chLoop
jnp Not I nstal | ed

Note: presumably DS points at the resident data segment that contains
the Funcl D variable. Gherw se you nmust nodify the following to
poi nt sone segment register at the segnment containi ng Funcl D and
use the appropriate segnent override on Funcl D

TryNext : nov Funcl D, cl ; Save possible function IDif this
| oop Sear chLoop ; identifier is not in use.
jnp Not I nstal | ed

Al readyThere: print
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byte “A copy of this TSR already exists in nenory”,cr,|f
byte “Aborting installation process.”,cr,If,0
Exi t Pgm

NotInstalled: cnp FunclD, O ;If there are no available IDs, this
j ne Goodl D ; will still contain zero.
print
byt e “There are too many TSRs already installed.”,cr,|f
byt e “Sorry, aborting installation process.”,cr,If,0
Exi t Pgm

Goodl D

If this code gets to label “GoodID” then a previous copy of the TSR is not present in memory and the
FunclID variable contains an unused function identifier.

Of course, when you install your TSR in this manner, you must not forget to patch your interrupt 2Fh
handler into the int 2Fh chain. Also, you have to write an interrupt 2Fh handler to process int 2Fh calls.
The following is a very simple multiplex interrupt handler for the code we've been developing:

Funcl D byt e 0 ; Shoul d be in resident segnent.
adint2F dwor d ? ; Dtto.
M/l nt 2F proc far

cnp ah, cs:Funcl D ;s this call for us?

je ItsUs

j p cs: Adlint 2F ;Chain to previous guy, if not.

Now decode the function value in AL:

I tsUs: cnp al, 0 ; Verify presence call?
j ne TryQ her Func
nmov al, OFFh ;Return “present” value in AL.
| esi IDString ;Return pointer to string in es:di.
iret ;Return to caller.
IDString byt e ““Randy’s | NT “
byt e “10h Extension”, 0

Down here, handl e other nultiplex requests.
; This code doesn’t offer any, but here’s where they woul d go.
; Just test the value in AL to determ ne which function to execute.

TryQ her Func:

iret
M/l nt 2F endp

18.6 Removing a TSR

Removing a TSR is quite a bit more difficult that installing one. There are three things the removal
code must do in order to properly remove a TSR from memory: first, it needs to stop any pending activities
(e.g., the TSR may have some flags set to start some activity at a future time); second it needs to restore all
interrupt vectors to their former values; third, it needs to return all reserved memory back to DOS so other
applications can make use of it. The primary difficulty with these three activities is that it is not always pos-
sible to properly restore the interrupt vectors.

If your TSR removal code simply restores the old interrupt vector values, you may create a really big
problem. What happens if the user runs some other TSRs after running yours and they patch into the same
interrupt vectors as your TSR? This would produce interrupt chains that look something like the following:

InterruptVector—>| TSR #1 |_>| TSR #1 |_>| Your TSR |_>| Original TSR
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If you restore the interrupt vector with your original value, you will create the following:

Interrupt Vector —— TSR #1 |_>| TR#  |[—9 Original TSR

Page 1038

This effectively disables the TSRs that chain into your code. Worse yet, this only disables the interrupts that
those TSRs have in common with your TSR. the other interrupts those TSRs patch into are still active. Who
knows how those interrupts will behave under such circumstances?

One solution is to simply print an error message informing the user that they cannot remove this TSR
until they remove all TSRs installed prior to this one. This is a common problem with TSRs and most DOS
users who install and remove TSRs should be comfortable with the fact that they must remove TSRs in the
reverse order that they install them.

It would be tempting to suggest a new convention that TSRs should obey; perhaps if the function
number is OFFh, a TSR should store the value in es:bx away in the interrupt vector specified in c1. This
would allow a TSR that would like to remove itself to pass the address of its original interrupt handler to
the previous TSR in the chain. There are only three problems with this approach: first, almost no TSRs in
existence currently support this feature, so it would be of little value; second, some TSRs might use func-
tion OFFh for something else, calling them with this value, even if you knew their ID number, could create
a problem; finally, just because you've removed the TSR from the interrupt chain doesn’t mean you can
(truly) free up the memory the TSR uses. DOS’ memory management scheme (the free pointer business)
works like a stack. If there are other TSRs installed above yours in memory, most applications wouldn't be
able to use the memory freed up by removing your TSR anyway.

Therefore, we'll also adopt the strategy of simply informing the user that they cannot remove a TSR if
there are others installed in shared interrupt chains. Of course, that does bring up a good question, how
can we determine if there are other TSRs chained in to our interrupts? Well, this isn’t so hard. We know
that the 80x86's interrupt vectors should still be pointing at our routines if we're the last TSR run. So all
we've got to do is compare the patched interrupt vectors against the addresses of our interrupt service rou-
tines. If they all match, then we can safely remove our TSR from memory. If only one of them does not
match, then we cannot remove the TSR from memory. The following code sequence tests to see if it is
okay to detach a TSR containing ISRs for int 2fH and int 9;

; CkayToRmv-  This routine returns the carry flag set if it is okay to

; remove the current TSR fromnenory. It checks the interrupt
; vectors for int 2F and int 9 to nmake sure they

; are still pointing at our |ocal routines.

This code assunes DS is pointing at the resident code’'s
data segment .

CkayToRnv proc near
push es
nmov ax, 0 ;Point ES at interrupt vector
nmov es, ax ; table.
nmov ax, word ptr Adlnt2F
cnp ax, es:[2fh*4]
j ne Cant Rerove
nmov ax, word ptr Qdlnt2F+2
cnp ax, es:[2Fh*4 + 2]
j ne Cant Renove
nmov ax, word ptr Adint9
cnp ax, es:[9*4]
j ne Cant Renove
nmov ax, word ptr Qdlnt9+2
cnp ax, es:[9*4 + 2]
j ne Cant Renove

; W can safely renove this TSR from menory.

stc
pop es
ret
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‘ Soneone else is in the way, we cannot renove this TSR

Cant Rerove: clc
pop es
ret

CkayToRnv endp

Before the TSR attempts to remove itself, it should call a routine like this one to see if removal is possible.

Of course, the fact that no other TSR has chained into the same interrupts does not guarantee that
there are not TSRs above yours in memory. However, removing the TSR in that case will not crash the sys-
tem. True, you may not be able to reclaim the memory the TSR is using (at least until you remove the other
TSRs), but at least the removal will not create complications.

To remove the TSR from memory requires two DOS calls, one to free the memory in use by the TSR
and one to free the memory in use by the environment area assigned to the TSR. To do this, you need to
make the DOS deallocation call (see “MS-DQOS, PC-BIOS, and File /0" on page 699). This call requires that
you pass the segment address of the block to release in the es register. For the TSR program itself, you
need to pass the address of the TSR's PSP. This is one of the reasons a TSR needs to save its PSP when it
first installs itself. The other free call you must make frees the space associated with the TSR’s environment
block. The address of this block is at offset 2Ch in the PSP. So we should probably free it first. The follow-
ing calls handle the job of free the memory associated with a TSR:

; Presunably, the PSP variable was initialized with the address of this
; progranmis PSP before the terninate and stay resident call.

nmv es, PSP

nmov es, es:[2n] ; Get address of environnment bl ock.
nmov ah, 49h : DCS deal | ocate bl ock call.

int 21h

nmov es, PSP ; Now free the program s nenory
nov ah, 49h ; space.

int 21h

Some poorly-written TSRs provide no facilities to allow you to remove them from memory. If some-
one wants remove such a TSR, they will have to reboot the PC. Obviously, this is a poor design. Any TSR
you design for anything other than a quick test should be capable of removing itself from memory. The
multiplex interrupt with function number one is often used for this purpose. To remove a TSR from mem-
ory, some application program passes the TSR ID and a function number of one to the TSR. If the TSR can
remove itself from memory, it does so and returns a value denoting success. If the TSR cannot remove
itself from memory, it returns some sort of error condition.

Generally, the removal program is the TSR itself with a special parameter that tells it to remove the
TSR currently loaded into memory. A little later this chapter presents an example of a TSR that works pre-
cisely in this fashion (see “A Keyboard Monitor TSR” on page 1041).

18.7 Other

DOS Related Issues

In addition to reentrancy problems with DOS, there are a few other issues your TSRs must deal with if
they are going to make DOS calls. Although your calls might not cause DOS to reenter itself, it is quite pos-
sible for your TSR's DOS calls to disturb data structures in use by an executing application. These data
structures include the application’s stack, PSP, disk transfer area (DTA), and the DOS extended error infor-
mation record.

When an active or passive TSR gains control of the CPU, it is operating in the environment of the main
(foreground) application. For example, the TSR’s return address and any values it saves on the stack are
pushed onto the application’s stack. If the TSR does not use much stack space, this is fine, it need not
switch stacks. However, if the TSR consumes considerable amounts of stack space because of recursive
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calls or the allocation of local variables, the TSR should save the application’s ss and sp values and switch
to a local stack. Before returning, of course, the TSR should switch back to the foreground application’s
stack.

Likewise, if the TSR execute’s DOS' get psp address call, DOS returns the address of the foreground
application’s PSP, not the TSR's PSP*. The PSP contains several important address that DOS uses in the
event of an error. For example, the PSP contains the address of the termination handler, ctrl-break handler,
and critical error handler. If you do not switch the PSP from the foreground application to the TSR’s and
one of the exceptions occurs (e.g., someone hits control-break or a disk error occurs), the handler associ-
ated with the application may take over. Therefore, when making DOS calls that can result in one of these
conditions, you need to switch PSPs. Likewise, when your TSR returns control to the foreground applica-
tion, it must restore the PSP value. MS-DOS provides two functions that get and set the current PSP
address. The DOS Set PSP call (ah=51h) sets the current program’s PSP address to the value in the bx reg-
ister. The DOS Get PSP call (ah=50h) returns the current program’s PSP address in the bx register. Assum-
ing the transient portion of your TSR has saved it's PSP address in the variable PSP, you switch between
the TSR’s PSP and the foreground application’s PSP as follows:

; Assume we’'ve just entered the TSR code, determned that it’s okay to
; call DO, and we've switch DS so that it points at our |ocal variabl es.

’

nmov ah, 51h ; Get application's PSP address
int 21h
nov AppPSP, bx ; Save application’s PSP | ocal ly.
nmov bx, PSP ; Change system PSP to TSR s PSP.
nmov ah, 50h ; Set PSP cal l
i nt 21h

; TSR code
nov bx, AppPSP ; Restore system PSP address to
nov ah, 50h ; point at application's PSP.
i nt 21h

« clean up and return from TSR »

Another global data structure that DOS uses is the disk transfer area. This buffer area was used exten-
sively for disk I/0 in DOS version 1.0. Since then, the main use for the DTA has been the find first file and
find next file functions (see “MS-DOS, PC-BIOS, and File I/0” on page 699). Obviously, if the application
is in the middle of using data in the DTA and your TSR makes a DOS call that changes the data in the DTA,
you will affect the operation of the foreground process. MS-DOS provides two calls that let you get and set
the address of the DTA. The Get DTA Address call, with ah=2Fh, returns the address of the DTA in the
es:bx registers. The Set DTA call (ah=1Ah) sets the DTA to the value found in the ds:dx register pair.
With these two calls you can save and restore the DTA as we did for the PSP address above. The DTA is
usually at offset 80h in the PSP, the following code preserve's the foreground application’s DTA and sets
the current DTA to the TSR's at offset PSP:80.

; This code nmakes the same assunptions as the previous exanple.

nmov ah, 2Fh ; Get application DTA
int 21h
nmov word ptr AppDTA bx
nmv word ptr AppDTA+2, es
push ds
nmov ds, PSP ;DTAis in PSP
nmov dx, 80h ; at offset 80h
nov ah, 1ah ; Set DTA cal | .
int 21h
pop ds

; TSR code.

4. This is another reason the transient portion of the TSR must save the PSP address in a resident variable for the TSR.
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push ds

nov dx, word ptr AppDTA

nmov ds, word ptr AppDTA+2

nmov ax, lah ; Set DTA call.
int 21h

The last issue a TSR must deal with is the extended error information in DOS. If a TSR interrupts a pro-
gram immediately after DOS returns to that program, there may be some error information the foreground
application needs to check in the DOS extended error information. If the TSR makes any DOS calls, DOS
may replace this information with the status of the TSR DOS call. When control returns to the foreground
application, it may read the extended error status and get the information generated by the TSR DOS call,
not the application’s DOS call. DOS provides two asymmetrical calls, Get Extended Error and Set
Extended Error that read and write these values, respectively. The call to Get Extended Error returns the
error status in the ax, bx, cx, dx, si, di, es, and ds registers. You need to save the registers in a data struc-
ture that takes the following form:

Ext Error st ruct

eeAX wor d ?
eeBX wor d ?
eeCX wor d ?
eeDX wor d ?
eeSl word ?
eeDl word ?
eeDS word ?
eeES word ?

wor d 3 dup (0) ; Reserved.

Ext Error ends

The Set Extended Error call requires that you pass an address to this structure in the ds:si register pair
(which is why these two calls are asymmetrical). To preserve the extended error information, you would
use code similar to the following:

Save assunptions as the above routines here. Al so, assune the error
; data structure is nanmed ERR and is in the sane segnent as this code.

push ds ; Save ptr to our DS
nov ah, 59h ; Get extended error call
nmov bx, 0O ;Required by this call
int 21h

nmov cs: ERR eeDS, ds

pop ds ;Retrieve ptr to our data.
nmov ERR eeAX, ax

nov ERR eeBX, bx

mv ERR eeCX, cx

mv ERR eeDX, dx

nov ERR eeSl, si

mov ERR eeD, di

nmov ERR eeES, es

; TSR code goes here.

rri)v si, offset ERR ;DS already points at correct seg.
nov ax, 5D0Ah ; 500Ah is Set Extended Error code.
int 21h

« clean up and quit »

18.8 A Keyboard Monitor TSR
The following program extends the keystroke counter program presented a little earlier in this chap-

ter. This particular program monitors keystrokes and each minute writes out data to a file listing the date,
time, and approximate number of keystrokes in the last minute.

Page 1041



Chapter 18

ngis program can help you discover how much time you spend typing versus thinking at a display
screen”.

This is an exanple of an active TSR that counts keyboard interrupts
once activated. Every nminute it wites the nunber of keyboard
interrupts that occurred in the previous mnute to an output file.
This continues until the user renoves the programfrom nenory.

Usage:
KEYEVAL fil enane - Begi ns | oggi ng keystroke data to
this file.
KEYEVAL REMOVE - Rermoves the resident programfrom

nenory.
: This TSR checks to make sure there isn't a copy already active in

; menory. When doing disk I/Ofromthe interrupts, it checks to nake
; sure DOS isn't busy and it preserves application globals (PSP, DTA
; and extended error info). Wen renoving itself fromnenory, it

; makes sure there are no other interrupts chained into any of its

; interrupts before doing the renove.

: The resident segment definitions nust come before everything el se.

Resi dent Seg segnent para public ‘ Resident’
Resi dent Seg ends

EndResi dent segment para public ‘EndRes’
EndResi dent ends

.xli st
. 286
i ncl ude stdlib.a
includelib stdlib.lib
st
; Resident segment that holds the TSR code:

Resi dent Seg segment para public ‘Resident’
assume cs: Resi dent Seg, ds: not hing

; Int 2Fh I D nunber for this TSR

M/TSR D byt e 0

; The follow ng variable counts the nunber of keyboard interrupts
Keyl nt Cnt wor d 0

; Counter counts off the nunber of nilliseconds that pass, SecCounter
; counts off the nunber of seconds (up to 60).

Count er wor d 0
SecCount er wor d 0

; FileHandl e is the handle for the log file:

Fi | eHandl e wor d 0

; NeedlO determines if we have a pending |/O opearation.
Needl O wor d 0

; PSP is the psp address for this program

PSP wor d 0

5. This program is intended for your personal enjoyment only, it is not intended to be used for unethical purposes such as monitoring employees for
evaluation purposes.
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; Variables to tell us if DOS, INT 13h, or INT 16h are busy:

Inint13
Inlnt16
| nDOSFI ag

byt e 0
byt e 0
dword ?

; These variables contain the original values in the interrupt vectors
; we’ve patched.

adint9

addint13
addint16
adintiC
adlint 28
adlnt 2F

dwor d
dwor d
dwor d
dwor d
dwor d
dwor d

ECECRURNICRN

; DOS data structures

ExtErr
eeAX
eeBX
eeCX
eeDX
eeSl
eeDl
eeDS
eeES

ExtErr

XErr

AppPSP
AppDTA

struct
wor d
word
word
word
word
word
wor d
wor d ;
wor d
ends

WDV NI

dup (0)

ExtErr {} ; Extended Error Status
wor d ? ; Application PSP val ue
dwor d ? ; Application DTA address

; The following data is the output record. After storing this data
; to these variables, the TSRwites this data to disk.

nont h

day

year

hour

m nut e
second
Keyst r okes
RecSi ze

M1 nt 9-

M/l nt9

M/l nt 9

Ml nt 1G

byt e
byt e
wor d
byte
byt e
byt e
word

HFOOOOOOO

The systemcalls this routine every tine a keyboard
interrupt occus. This routine increnments the
KeylntOnt variable and then passes control on to the
original Int9 handl er

proc far

inc Resi dent Seg: Keyl nt Ont
jmp Resi dent Seg: A dI nt 9
endp

Timer interrupt. This guy counts off 60 seconds and then
attenpts to wite a record to the output file. O course
this call has to junp through all sorts of hoops to keep
fromreentering DOS and ot her probl ematic code.
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M/l nt 1C proc far
assune ds: Resi dent Seg
push ds
push es
pusha ;Save all the registers.
nmov ax, Resident Seg
nmov ds, ax
pushf
call ddintlC

; First things first, let’s bunp our interrupt counter so we can count
; off amnute. Since we're getting interrupted about every 54.92549

; mlliseconds, let's shoot for alittle nore accuracy than 18 tines

; per second so the timngs don't drift too rmuch.

add Counter, 549 ;54.9 nsec per int 1C
cnp Count er, 10000 ; 1 second.

ib Not SecYet

sub Count er, 10000

inc SecCount er

Not SecYet :

; If NEEDIOis not zero, then there is an I/ O operation in progress.
; Do not disturb the output values if this is the case.

cli ;This is a critical region.
cnp NeedlQ O
j ne Ski pSet N O

; Ckay, no 1/Oin progress, see if a mnute has passed since the |ast
; time we | ogged the keystrokes to the file. If so, it’s tine to start
; another I/O operation.

cnp SecCount er, 60 ; One mnute passed yet?
ib I nt 1CDone
nmov Needl Q 1 ;Flag need for 1/Q
nmov ax, Keylnt(nt ;Copy this to the output
shr ax, 1 ; buffer after conputing
nov KeyStrokes, ax ; # of keystrokes.
nmov KeylntOnt, O ;Reset for next mnute.
nmov SecCounter, O

Ski pSet N Q cnp Needl Q 1 ;s the I/Oalready in
j ne I nt 1CDone ; progress? O done?
call ChkDCBSt at us ;See if DOS/BICB are free.
jnc I nt 1CDone ; Branch if busy.
call Dol O ;Do I/Oif DCSis free.

I nt 1CDone: popa ;Restore registers and quit.
pop es
pop ds
iret

M/l nt 1C endp
assume ds: not hi ng

M/ nt 28- Idle interrupt. If DOSis in a busy-wait |oop waiting for

Z I/Oto conmplete, it executes an int 28h instruction each
; tine through the | oop. W can ignore the InDCS and CritErr
; flags at that time, and do the I/Oif the other interrupts

are free.
M/l nt 28 proc far
assune ds: Resi dent Seg
push ds
push es
pusha ;Save all the registers.
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nmov ax, Resident Seg
nmov ds, ax
pushf ;Call the next | NT 28h
call ddint28 ; ISR in the chain.
cnp Needl O 1 ; Do we have a pending |/O?
j ne I nt 28Done
nmv al, Inlnt13 ;See if BICB is busy.
or al, Inlntl6
j ne I nt 280Done
call Dol O ;G do I/Oif BICGSis free.
| nt 280Done: popa
pop es
pop ds
iret
M1 nt 28 endp
assume ds: not hi ng
i Myl nt 16- This is just a wapper for the INT 16h (keyboard trap)
; handl er.
M/l nt 16 proc far
inc Resi dent Seg: | nl nt 16

; Call original handler:

pushf
call Resi dent Seg: A dI nt 16

; For INT 16h we need to return the flags that cone fromthe previous call.

pushf

dec Resi dent Seg: | nl nt 16

popf

retf 2 ; Fake | RET to keep fl ags.
M/ nt 16 endp
7 Mylnt 13- This is just a wapper for the INT 13h (disk I/O trap)
; handl er.
M/l nt 13 proc far

inc Resi dent Seg: | nl nt 13

pushf

call Resi dent Seg: A dI nt 13

pushf

dec Resi dent Seg: | nl nt 13

popf

retf 2 ;Fake iret to keep flags.
M/l nt 13 endp
;. ChkDCBSt at us- Returns with the carry clear if DOS or a BICS routine
; is busy and we can't interrupt them
ChkDOBSt at us  proc near

assume ds: Resi dent Seg

| es bx, 1 nDCSFl ag

nov al, es:[bx] ; Get 1 nDCS fl ag.

or al, es:[bx-1] ;R with OitErr flag.

or al, Inlntl6 ;R with our wapper

or al, Inlnt13 ; val ues.

je Ckayz2Cal |

clc

ret
Ckay2Cal | : clc

ret

ChkDOsSt at us  endp
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; PreserveDOs

Pr eser veDO5

; Ckay, point

Preser veDOS

; Rest or eDO5-

’

Rest or eDCS

assune

ds: not hi ng

Gets a copy’'s of DOB current PSP, DIA, and extended
error information and saves this stuff. Then it sets
the PSP to our |ocal

pr oc
assune

nov
int
nov

nov
int

nov
nov

push
nmov
xor
int

nov
pop
nov
nov
nov
nov
nov
nov
nov

near

ds: Resi dent Seg

ah, 51h
21h
AppPSP, bx

ah, 2Fh
21h

PSP and the DTA to PSP: 80h.

; Get app’s PSP.
;Save for later

; Get app’s DTA

word ptr AppDTA, bx
word ptr AppDTA+2, es

ds

ah, 59h
bx, bx
21h

cs: Xerr. eeDS, ds

ds

XErr. eeAX
XErr. eeBX
XErr. eeCX,
XErr. eeDX
XErr. eeSl,
XErr.eeD,
XErr. eeES,

DOS' s pointers at us:

nmov bx, PSP
nov ah, 50h
int 21h

push ds

nmov ds, PSP
nmv dx, 80h
nmov ah, 1Ah
int 21h

pop ds

ret

endp

assume ds: not hi ng
Rest ores DCOS

appl ication’s val ues
proc near
assune ds: Resi dent Seg
nov bx, AppPSP
nov ah, 50h
int 21h

push ds

| ds dx, AppDTA
nmov ah, 1Ah
int 21h

pop ds

push ds

nov si, offset Xerr
nov ax, 5D0Ah
int 21h

pop ds

ax
bx
cX
dx
si

di

es

;Get extended err info.

; Set PSP.

;Set the DTIA to
; address PSP: 80h

:Set DTA call.

inportant global data val ues back to the

; Set PSP

; Set DTA

: Saved extended error stuff.
;Restore XErr call.
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Dol O

ret
endp
assume

ds: not hi ng

Resident Programs

This routine processes each of the I/O operations
required to wite data to the file.

proc
assune

nmov

; The following Get Date
; interrupts back on (we’
wite OFFh to Needl O.

PhasesDone:
Dol O

M/ nt 2F-

)
)
’
)
’
’
’
)
i
i
)
)

M1 nt 2F

; Ckay, we know this is our ID now check for a verify vs.

Yepl t sQurs:

sti
cal |

nov
int

nov
nov
nov

nov
int

nov
nov
nov

nov
nov
nov
nov
int
nov
nov
int
nov
cal |

ret
endp
assume

near
ds: Resi dent Seg

Needl O OFFh

DCs cal |

Pr eser veDCS

ah, 2Ah
21h

mont h, dh
day, di
year, cX

ah, 2Ch
21h

hour, ch
mnute, cl
second, dh

40h

Fi | eHandl e
RecSi ze

of fset nonth

ah,
bx,
CX,
dx,
21h
ah,
bx,
21h

68h
Fi | eHandl e

NeedlQ O
Rest or eDO5

ds: not hi ng

;A busy flag for us.

may take a while, so turn the
re clear of the critical

section once we

; Save DCB dat a.
; Get Date DCS call

; Get Tine DCS call

:DOS Wite call

Wite data to this file.
; This many bytes.
;Starting at this address.
;lgnore return errors (!).
; DOS Commi t cal |

;Wite data to this file.
;lgnore return errors (!).

;Ready to start over.

Provides int 2Fh (multiplex interrupt) support for this
TSR The nultiplex interrupt recogni zes the follow ng
subfunctions (passed in AL):

00- Verify

01- Renove.

proc
assune

cnp
je
Jnp

cnp
j ne

pr esence. Returns OFFh in AL and a pointer
toan IDstring in es:di if the
TSR ID (in AH matches this
particular TSR
Renoves the TSR from nenory.
Returns O in AL if successful,
linALif failure.

far

ds: not hi ng

ah, M/TSR D :Match our TSR identifier?

YepltsQurs

ddint 2F

renove cal | .
al, 0 ;Verify Call
TryRwv
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:Return success.

;Return back to caller.

; Renove cal | .

;See if we can renove this guy.
:Branch if we can.
:Return failure for now

nmov al, Offh

| esi IDString

iret
IDString byt e “Keypress Logger TSR', 0
TryR: cnp al, 1

j ne I'l'legal O

call Tst Rwvabl e

je CanRenove

nmov ax, 1

iret

; Ckay, they want to remove this guy *and* we can renove it from menory.

; Take care of all that here.

assume ds: Resi dent Seg
CanRenove: push ds

push es

pusha

cli ;Turn off the interrupts while

nmov ax, 0 ; we mess with the interrupt

nmov es, ax ; vectors.

nov ax, cs

nov ds, ax

nmov ax, word ptr Adint9

nmov es:[9*4], ax

nmov ax, word ptr Qdlnt9+2

nmov es:[9*4 + 2],

nmov ax, word ptr Adlnt13

nov es:[13h*4], ax

nmov ax, word ptr Qdlnt13+2

nmov es:[13h*4 + 2],

nov ax, word ptr Adint16

nmov es:[16h*4], ax

nov ax, word ptr Qdlnt16+2

nmov es:[16h*4 + 2],

nmov ax, word ptr AdintlC

nov es:[1Ch*4], ax

nov ax, word ptr Qdlnt1C+2

nmov es:[1th*4 + 2],

nov ax, word ptr ddlnt28

nmov es: [28h*4], ax

nov ax, word ptr Qdlnt28+2

nmov es:[28h*4 + 2],

nmov ax, word ptr Adlnt2F

nmv es: [ 2Fh*4], ax

nmov ax, word ptr Qdlnt2F+2

nov es:[2Fh*4 + 2],

; Ckay, with that out of the way, let's close the file.
; Note: INT 2F shouldn't have to deal with DOS busy because it's

; a passive TSR call.

mv ah, 3Eh
mv bx, FileHandl e
int 21h

;A ose file coomand

; Ckay, one last thing before we quit- Let’'s give the menory all ocat ed

; to this TSR back to DGCs.

nov ds, PSP
nov es, ds:[2n]
mv ah, 49h

int 21h

;Ptr to environnment bl ock.
; DCB rel ease nmenory call .
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nov ax, ds ; Rel ease program code space.
nov es, ax

nmov ah, 49h

int 21h

popa

pop es

pop ds

nmov ax, O ; Return Success

iret

; They called us with an illegal subfunction value. Try to do as little
; damage as possi bl e.

Il egal Op: nov ax, 0 ; Wio knows what they were thinking?
iret

M1 nt 2F endp
assume ds: not hi ng

; Tst Rwvabl e- Checks to see if we can renove this TSR from nenory.
; Returns the zero flag set if we can renove it, clear

; ot herwi se.
Tst Rwvabl e pr oc near
cli
push ds
nmov ax, 0
nmov ds, ax
cnp word ptr ds:[9*4], offset M/Int9
j ne TRDone
cnp word ptr ds:[9*4 + 2], seg M/Int9
j ne TRDone
cnp word ptr ds:[13h*4], offset M/Int13
j ne TRDone
cnp word ptr ds:[13h*4 + 2], seg M/Int13
j ne TRDone
cnp word ptr ds:[16h*4], offset Mylnt16
j ne TRDone
cnp word ptr ds:[16h*4 + 2], seg M/Int16
j ne TRDone
cnp word ptr ds:[1Ch*4], offset MyIntl1C
j ne TRDone
cnp word ptr ds:[1Ch*4 + 2], seg M/Intl1C
j ne TRDone
cnp word ptr ds:[28h*4], offset M/Int28
j ne TRDone
cnp word ptr ds:[28h*4 + 2], seg M/ nt28
j ne TRDone
cnp word ptr ds:[2Fh*4], offset M/ nt2F
j ne TRDone
cnp word ptr ds:[2Fh*4 + 2], seg M/Int2F
TRDone: pop ds
sti
ret

Tst Rrvabl e endp
Resi dent Seg ends

cseg segment para public ‘code’
assume cs: cseg, ds: Resident Seg
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; Seel f Present - Checks to see if our TSR is already present in nenory.
; Sets the zero flag if it is, clears the zero flag if
; it is not.
Seel f Present  proc near
push es
push ds
push di
nmov cx, Offh ;Start with | D OFFh.
| DLoop: nov ah, cl
push cX
nmov al, 0 ; Verify presence call.
i nt 2Fh
pop cX
cnp al, 0 ; Present in menory?
je Tr yNext
strcnpl
byt e “Keypress Logger TSR’, 0
je Success
TryNext : dec cl ; Test USER | Ds of 80h..FFh
is | DLoop
cnp cx, 0 ;A ear zero flag.
Success: pop di
pop ds
pop es
ret
Seel f Present  endp
Fi ndl D- Determnes the first (well, last actually) TSR ID avail able

inthe miltiplex interrupt chain. Returns this value in

; the CL register.

Returns the zero flag set if it |locates an enpty slot.
Returns the zero flag clear if failure.

Fi ndl D proc near
push es
push ds
push di
nmov cx, Offh Start with | D OFFh.
| DLoop: nov ah, cl
push CX
nmov al, 0 ; Verify presence call.
int 2Fh
pop cX
cnp al, 0 ; Present in menory?
je Success
dec cl ; Test USER I Ds of 80h..FFh
js | DLoop
xor CX, CX
cnp cx, 1 ;dear zero flag
Success: pop di
pop ds
pop es
ret
Fi ndl D endp
Mai n proc
mem ni t
nmov ax, Resident Seg
nmov ds, ax
nmv ah, 62h ;Get this progranis PSP
int 21h ; val ue.
nov PSP, bx

; Before we do anything el se, we need to check the cormand |ine
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paraneters. W nust have either a valid filenane or the

command “renove”. |f renove appears on the command |ine, then renove
the resident copy fromnenory using the nultiplex (2Fh) interrupt.

If remove is not on the coomand |ine, we’'d better have a fil ename and
there had better not be a copy already |oaded into nenory.

argc
cnp cx, 1 ; Must have exactly 1 parm
je GoodPar mnt

print

byte “Usage: ", cr, | f

byt e “ KeyEval filenane”,cr,|f

byte “or KeyEval REMOVE',cr,|f,0

Exi t Pgm

; Check for the REMOVE conmand.

GoodPar mnt :

Renovel t:

RvFai | ure:

nmov ax, 1

ar gv

stricnpl

byt e “REMOVE’, 0

j ne Tst Present

call Seel f Present

je Renovel t

print

byt e “TSR is not present in menory, cannot renove”
byt e cr,If,0

Exi t Pgm

nmov MTSRI D, cl

printf

byte “Renmoving TSR (I D #%) frommenory...”,0
dword M/ TSR D

nmov ah, cl

nov al, 1 ; Remove cnd, ah contains ID
int 2Fh

cnp al, 1 ; Succeed?

je RwvFai | ure

print

byte “renoved. ”,cr,If,0

Exi t Pgm

print

byt e cr,If

byt e “Could not renove TSR frommenory.”,cr,|If

byt e “Try renoving other TSRs in the reverse order “
byt e “you installed them”,cr,If,0

Exi t Pgm

; Ckay, see if the TSRis already in menory. If so, abort the
; installation process.

Tst Present:

call Seel f Present

j ne Get TSR D

print

byt e “TSR is already present in menory.”,cr,|f
byt e “Aborting installation process”,cr,|f,0
Exi t Pgm

; Get an IDfor our TSR and save it away.

Get TSR D

call Fi ndl D

je Get Fi | eNarre

print

byt e “Too many resident TSRs, cannot install”,cr,If,0
Exi t Pgm
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; Things | ook cool so far, check the filenane and open the file.

GetFil eName:  nov M/ TSR D, cl
printf
byt e “Keypress | ogger TSR progrant,cr,|f
byt e “TSRID = %", cr,|f
byt e “Processing file:”,0
dwor d M/TSR D
put s
put cr
nmov ah, 3Ch ;Ceate file comand.
nmov cx, 0 ;Normal file.
push ds
push es ; Point ds:dx at nane
pop ds
nmv dx, di
int 21h ; pen the file
jnc Good(pen
print
byte “DCs error #',0
put i
print
byte “ opening file.”,cr,If,0
Exi t Pgm

Goodpen: pop ds
nmov Fil eHandl e, ax ; Save file handle.

Installlnts: print
byte “Installing interrupts...”, 0

Patch into the INT 9, 13h, 16h, 1Ch, 28h, and 2Fh interrupt vectors.
Note that the statenents above have made ResidentSeg the current data
segnent, so we can store the old values directly into

the Adintxx variabl es.

cli ; Turn of f interrupts!
nmov ax, 0

nov es, ax

nmv ax, es:[9*4]

nmov word ptr Adint9, ax

nov ax, es:[9*4 + 2]

nov word ptr Adlint9+2, ax

nmov es:[9*4], offset M/Int9

nov es: [ 9*4+2], seg Resi dent Seg
nmov ax, es:[13h*4]

nmov word ptr Adintl13, ax

nmov ax, es:[13h*4 + 2]

mov word ptr Adlnt13+2, ax

nmv es:[13h*4], offset M/Int13
nmv es: [13h*4+2], seg Resi dent Seg
nmov ax, es:[16h*4]

nmov word ptr Adintl1l6, ax

nov ax, es:[16h*4 + 2]

nov word ptr Adlnt16+2, ax

nov es:[16h*4], offset M/Int16
nov es: [16h*4+2], seg Resi dent Seg
nmov ax, es:[1lCth*4]

nmov word ptr AdintlC ax

nov ax, es:[1Ch*4 + 2]

nmov word ptr Adlntl1C+2, ax

nmov es:[1th*4], offset M/iIntlC
nmv es: [ 1Ch*4+2], seg Resi dent Seg
nmov ax, es:[28h*4]

nov word ptr Adint28, ax

nmov ax, es:[28h*4 + 2]
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nmov word ptr Qdlnt28+2, ax

nov es:[28h*4], offset M/ nt28

nmov es: [28h*4+2], seg Resi dent Seg

nov ax, es:[2Fh*4]

nmov word ptr Adint2F, ax

nmov ax, es:[2Fh*4 + 2]

nmov word ptr Qdlnt2F+2, ax

nmov es:[2Fh*4], offset M/ nt2F

nov es: [ 2Fh*4+2], seg Resi dent Seg

sti ; Ckay, ints back on.

; W' re hooked up, the only thing that remains is to termnate and
; stay resident.

print
byt e “Installed.”,cr,If,0
nov dx, EndResident ; Conput e si ze of program
sub dx, PSP
nmov ax, 3100h ; DC8 TSR command.
int 21h
Mai n endp
cseg ends
sseg segment para stack ‘stack’
stk db 1024 dup (“stack “)
sseg ends
zzz77277S€g segment para public *zzzzzz’
Last Byt es db 16 dup (?)
z777277s€eg ends
end Mai n

The following is a short little application that reads the data file produced by the above program and pro-
duces a simple report of the date, time, and keystrokes:

; This programreads the file created by the KEYEVAL. EXE TSR program
; It displays the log containing dates, tines, and nunber of keystrokes.

.xli st

. 286

i ncl ude stdlib.a
includelib stdlib.lib

list

dseg segment para public ‘data’

Fi | eHandl e wor d ?

nmont h byte 0

day byte 0

year wor d 0

hour byte 0

mnute byt e 0

second byt e 0

KeySt r okes wor d 0

RecSi ze = $-nont h

dseg ends

cseg segnent para public ‘code’
assume cs: cseg, ds:dseg
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. Seel f Present -

Seel f Present

| DLoop

TryNext :

Success:

Seel f Pr esent

Mai n

GoodPar nnt :

proc
push
push
pusha
nmov
nov
push
nov

i nt
pop
cnp

je

st rcnpl
byt e

dec
is
cnp
popa
pop
pop
ret
endp

proc
mem ni t

nov
nov

argc
cnp

je
print
byte
byt e
Exi t Pgm

mov
argv

print
byte
byte
puts
put cr

nov
nov
push
push
pop

nov

int

jnc
print
byt e
put i
print
byt e
Exi t Pgm

Checks to see if our TSRis present in menory.

Sets the zero flag if it is,
it is not.

near
es

ds

cx, Offh
ah, cl
cX

al, 0
2Fh

CX

al, 0

Tr yNext

“Keypress Logger TSR’,0
Success

clears the zero flag if

;Start with |1 D OFFh.

; Verify presence call.

; Present in menory?

cl : Test USER | Ds of 80h..FFh
| DLoop

cx, 0 ;A ear zero flag.

ds

es

ax, dseg

ds, ax

cx, 1 ; Must have exactly 1 parm
GoodPar mnt

“Usage: ", cr, | f

“ KEYRPT filenane”,cr,If,0

ax, 1

“Keypress | ogger report prograni,cr,|f

“Processing file:”,0

ah, 3Dh ; Qpen file command
al, 0 ; Qpen for readi ng.
ds

es ; Point ds:dx at nane
ds

dx, d

21h ; Qpen the file
Good(pen

“DCS error #',0

“ opening file.”,cr,1f,0
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Good(pen: pop ds
nmov Fi | eHandl e, ax ;Save file handle.
; Ckay, read the data and display it:
ReadLoop: nov ah, 3Fh ; Read file command
nmov bx, FileHandl e
nov cX, RecSize ; Number of bytes.
nmv dx, offset nonth ;Place to put data.
int 21h
jc ReadEr r or
t est ax, ax . EGF?
je Qi t
nov cx, year
nmov dl, day
nmov dh, month
dt oam
puts
free
print
byte “,"0
nmov ch, hour
nmov cl, mnute
nov dh, second
nov dl, 0
ttoam
puts
free
printf
byte “, keystrokes = %l\n",0
dword KeySt r okes
jnp ReadLoop
ReadError: print
byt e “Error reading file”,cr,If,0
Qit: nov bx, FileHandl e
nmov ah, 3Eh ;dose file
int 21h
Exi t Pgm
Mai n endp
cseg ends
sseg segment para stack ‘stack’
stk db 1024 dup (“stack “)
sseg ends
z777277S€g segment para public ‘zzzzzz’
Last Byt es db 16 dup (?)
z277727SegQ ends
end Mai n

18.9 Semiresident Programs

A semiresident program is one that temporarily loads itself into memory, executes another program
(a child process), and then removes itself from memory after the child process terminates. Semiresident
programs behave like resident programs while the child executes, but they do not stay in memory once

the child terminates.

The main use for semiresident programs is to extend an existing application or patch an application6
(the child process). The nice thing about a semiresident program patch is that it does not have to modify

6. Patching a program means to replace certain opcode bytes in the object file. Programmers apply patches to correct bugs or extend a product

whose sources are not available.
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the application’s “.EXE” file directly on the disk. If for some reason the patch fails, you haven't destroyed
the ".EXE” file, you've only wiped out the object code in memory.

A semiresident application, like a TSR, has a transient and a resident part. The resident part remains in
memory while the child process executes. The transient part initializes the program and then transfers con-
trol to the resident part that loads the child application over the resident portion. The transient code
patches the interrupt vectors and does all the things a TSR does except it doesn’t issue the TSR command.
Instead, the resident program loads the application into memory and transfers control to that program.
When the application returns control to the resident program, it exits to DOS using the standard ExitPgm
call (ah=4Ch).

While the application is running, the resident code behaves like any other TSR. Unless the child pro-
cess is aware of the semiresident program, or the semiresident program patches interrupt vectors the
application normally uses, the semiresident program will probably be an active resident program, patch-
ing into one or more of the hardware interrupts. Of course, all the rules that apply to active TSRs also
apply to active semiresident programs.

The following is a very generic example of s semiresident program. This program, “RUN.ASM”, runs
the application whose name and command line parameters appear as command line parameters to run. In
other words:

C:> run pgm exe parnl parn? etc.

is equivalent to
pgm parnil parnf etc.

Note that you must supply the “.EXE” or “.COM” extension to the program’s filename. This code begins by
extracting the program’s filename and command line parameters from run’s command line. Run builds an
exec structure (see “MS-DOS, PC-BIOS, and File 1/0” on page 699) and then calls DOS to execute the pro-
gram. On return, run fixes up the stack and returns to DOS.

RUN ASM - The barebones semiresi dent program

; Usage:
; RUN <program exe> <programis conmrand |i ne>
or RUN <program con» <program s command | i ne>

RUN executes the specified programw th the supplied command |ine paraneters.
; At first, this may seemlike a stupid program After all, why not just run
; the programdirectly fromDGOs and skip the RN al together? Actual ly, there
; is a good reason for RUIN-- |t lets you (by nodifying the RIN source file)
; set up some environment prior to running the programand clean up that
environment after the programtermnates (“environment” in this sense does
not necessarily refer to the M5-DOS ENVI RONMENT ar ea) .

For exanple, | have used this programto switch the node of a TSR prior to
executing an EXE file and then | restored the operating node of that TSR
after the programterninated.

; In general, you should create a new version of RUN EXE (and, presunbably,
; give it a unique nanme) for each application you want to use this program
;o with.

Put these segment definitions 1st because we want the Standard Library
routines to load last in menory, so they wind up in the transient portion.

CSEG segment para public ‘ CCDE
CSEG ends

SSEG segment para stack ‘stack’
SSEG ends

777777SEG segnent para public ‘zzzzzzseg
277777 SEG ends
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; I'ncludes for UCR Standard Library nacros.

ncl ude

ncl ude

CSEG segment
assune

consts. a

ncl ude stdin.a
ncl ude stdout. a
ncl ude msc. a
ncl ude nenory. a

strings. a

ncludelib stdlib.lib

para public ‘ CCDE
cs: cseg, ds:cseg

; Variabl es used by this program

; M5-DCS EXEC structure.

ExecSt r uct dw
dd
dd
dd
Of I t FCB db
OndLi ne db
Pgm\arre dd
Mai n proc
nov
nov
Memi ni t

0 ; Use parent’s Environment bl k.
QOndLi ne ;For the cnd I n parns.

Df I t FCB

Of I t FCB

3" 00000
0, 0dh, 126 dup (“ “) ;QOm line for program
? ; Points at pgm nare.

ax, cseg ;Get ptr to vars segnent
ds, ax

;Start the nenory ngr.

; If you want to do something before the execution of the command-Iine
; specified program here is a good place to do it:

; Now let's fetch the programname, etc., fromthe command |ine and execute

pit.

argc
or
jz

mov
argv
mov
mov

; See how many cnd | n parns

CX, CX ; we have.
Qi t ;Just quit if no parameters.
ax, 1 ; Get the first parm (pgm nare)

word ptr PgnmNare, di; Save ptr to nane
word ptr PgnNane+2, es

; Ckay, for each word on the conmand line after the fil enane, copy
; that word to OndLine buffer and separate each word with a space,
; just like COMVAND. COM does with command |ine parameters it processes.

|l ea
Par m_oop: dec
jz

inc
ar gv

si, OmlLine+l ;Index into cndline.
cX
Execut ePgm

ax ;Point at next parm
; Get the next parm
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push ax
nmov byte ptr [si], * ' ;1st itemand separator on |n.
inc OndLi ne
inc si
QoyLp: nov al, es:[di]
cnp al, 0
je St r Done
inc OndLi ne ;I ncrement byte cnt
nmv ds:[si], al
inc Si
inc di
jnp GoyLp
St r Done: nmov byte ptr ds:[si], cr ;In case this is the end.
pop ax ;Get current parm#
jnp Par mLoop

)
’
1
’

Ckay, we've built the M5-DCS execute structure and the necessary
command line, now let’s see about running the program

The first stepis to free up all the nenory that this program
isn't using. That woul d be everything fromzzzzzzseg on.

Execut ePgm nmov ah, 62h ; Get our PSP val ue
i nt 21h
nov es, bx
nov ax, zzzzzzseg ; Conput e si ze of
sub ax, bx ; resident run code.
nmov bx, ax
nmov ah, 4ah ; Rel ease unused menory.
int 21h

Warning! No Standard Library calls after this point. W’ ve just
rel eased the nenmory that they're sitting in. So the program | oad
we're about to do will wipe out the Standard Library code.

nov bx, seg ExecStruct

nov es, bx

nmov bx, offset ExecStruct ;Ptr to program record.
| ds dx, Pgni\ane

nov ax, 4b00h ; Exec pgm

int 21h

Wien we get back, we can’'t count on *anythi ng* being correct. First, fix
the stack pointer and then we can finish up anything el se that needs to
be done.

nov ax, sseg
nov ss, ax

nmov sp, offset EndStk
nov ax, seg cseg

nmov ds, ax

Ckay, if you have any great deeds to do after the program this is a
good place to put such stuff.

Return control to M5 DCS

Qit: Exi t Pgm

Mai n endp

cseg ends

sseg segment para stack ‘stack’
dw 128 dup (0)

endst k dw ?

sseg ends

Set asi de sone roomfor the heap.

z77777s5€g segnent para public ‘zzzzzzseg
Heap db 200h dup (?)
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zzz7775€g ends

end Mai n

Since RUN.ASM is rather simple perhaps a more complex example is in order. The following is a fully
functional patch for the Lucasart's game XWINGLI. The motivation for this patch can about because of the
annoyance of having to look up a password everytime you play the game. This little patch searches for the
code that calls the password routine and stores NOPs over that code in memory.

The operation of this code is a little different than that of RUN.ASM. The RUN program sends an exe-
cute command to DOS that runs the desired program. All system changes RUN needs to make must be
made before or after the application executes. XWPATCH operates a little differently. It loads the
XWING.EXE program into memory and searches for some specific code (the call to the password routine).
Once it finds this code, it stores NOP instructions over the top of the call.

Unfortunately, life isn’t quite that simple. When XWING.EXE loads, the password code isn't yet
present in memory. XWING loads that code as an overlay later on. So the XWPATCH program finds some-
thing that XWING.EXE does load into memory right away - the joystick code. XWPATCH patches the joy-
stick code so that any call to the joystick routine (when detecting or calibrating the joystick) produces a
call to XWPATCH's code that searches for the password code. Once XWPATCH locates and NOPs out the
call to the password routine, it restores the code in the joystick routine. From that point forward,
XWPATCH is simply taking up memory space; XWING will never call it again until XWING terminates.

;. XWPATCH ASM

Usage:
XWPATCH - nust be in same directory as XWNG EXE

Thi s program executes the XWNG EXE program and patches it to avoid
; having to enter the password every tine you run it.

This programis intended for educational purposes only.

It is a denonstration of howto wite a seniresident program

It is not intended as a device to allow the piracy of comrercial software.
; Such use is illegal and is punishable by | aw

; This software is offered without warranty or any expectation of

; correctness. Due to the dynam c nature of software design, programns
; that patch other prograns may not work with slight changes in the

; patched program (XWNG EXE). USE TH S CODE AT YOUR OM R SK

byp t extequ <byte ptr>
wp textequ <word ptr>

Put these segment definitions here so the UCR Standard Library will
; load after zzzzzzseg (in the transient section).

cseg segnent para public ‘ CCDE
cseg ends
sseg segnent para stack ‘ STAKK
sseg ends
z277775€g segnent para public ‘zzzzzzseg
zz277775€g ends
. 286
i ncl ude stdlib.a

includelib stdlib.lib

CSEG segment para public ‘ CCDE
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assune cs: cseg, ds:nothing

; Count JSCal | s- Nunber of times xwing calls the Joystick code before

; we patch out the password call.

CountJSCalI's  dw 250

; PSP- Program Segrment Prefix. Needed to free up menory before running

; the real application program

PSP dw 0

; Program Loadi ng data structures (for DCB).

ExecSt ruct dw 0 ; Use parent’s Environment bl k.
dd OrdLi ne ; For the cnd | n parns.
dd Dl t FCB
dd Dl t FCB
LoadSSSP dd ?
LoadCsl P dd ?
Pgm\ane dd Pgm
Df I t FCB db 3" 00000
OndLi ne db 2, “ ", 0dh, 16 dup (“ “);Om line for program
Pgm db “XWNG EXE’, 0

EEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREREEEESEERESEEEEERES]

XWPATCH begi ns here. This is the nenory resident part. Only put code
whi ch whi ch has to be present at run-time or needs to be resident after
freeing up nenory.

)
’
’
’
RS S S SRS EEEEEE RS RS EEEEEEEEEEEEEREEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEESES
’

Mai n proc
nov cs: PSP, ds
nov ax, cseg ;Get ptr to vars segment
nov ds, ax
nov ax, zzzzzzseg
nov es, ax
nmov cx, 1024/16
memnit2

; Now, free up menory from ZZZZZZSEG on to nake room for XW NG

; Note: Absolutely no calls to UCR Standard Library routines from

; this point forward! (ExitPgmis okay, it's just a macro which calls DCS.)
; Note that after the execution of this code, none of the code & data

; fromzzzzzzseg on is valid.

mv bx, zzzzzzseg
sub bx,
inc bx
nmov es, PSP
nmov ah, 4ah
i nt 21h
jnc GoodReal | oc
; kay, | lied. Here's a StdLib call, but it's okay because we failed

; to load the application over the top of the standard |ibrary code.
; But fromthis point on, absolutely no more calls!

print

byte “Menory al location error.”
byt e cr,If,0

jnp Qui't

GoodReal | oc:

; Now | oad the XWNG programinto nenory:
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nmov bx, seg ExecStruct

nmov es, bx

nmov bx, offset ExecStruct ;Ptr to programrecord.
| ds dx, Pgni\ane

nmov ax, 4b01h ; Load, do not exec, pgm
int 21h

jc Qit ;If error loading file.

Unfortunately, the password code gets | oaded dynam cally |later on.
So it’'s not anywhere in nermory where we can search for it. But we
do know that the joystick code is in nenory, so we'll search for
that code. Ohce we find it, we'll patch it so it calls our SearchPW
routine. Note that you nmust use a joystick (and have one install ed)
for this patch to work properly.

nov si, zzzzzzseg

nov ds, si

xor si, si

nov di, cs

nmov es, di

nmov di, offset JoyStickCode

nov cx, JoylLength

cal | Fi ndCode

jc Qi t ;1f didn't find joystick code.

Patch the XWNG j oystick code here

nmov byp ds:[si], 09ah;Far call
nmv wp ds:[si+1], offset SearchPwW
nmv wp ds:[si+3], cs

Ckay, start the XWNG EXE program runni ng

nov ah, 62h ; Get PSP
int 21h
nov ds, bx
nov es, bx
nmov wp ds:[10], offset Quit
nmov wp ds:[12], cs
nmv SS, Wp cseg: LoadSSSP+2
nmv sp, Wp cseg: LoadSSSP
jnp dword ptr cseg: LoadCSl P
Qit: Exi t Pgm
Mai n endp

)
1
’
)
’
’
’
)

SearchPWgets call from XWNG when it attenpts to calibrate the joystick.
VW'l let XWNG call the joystick several hundred tinmes before we
actually search for the password code. The reason we do this is because
XWNG call's the joystick code early on to test for the presence of a

; joystick. Once we get into the calibration code, however, it calls

the joystick code repetitively, so a few hundred calls doesn't take
very long to expire. Once we're in the calibration code, the password
code has been | oaded into menory, so we can search for it then.

Sear chPW pr oc far
cnp cs: CountJSCall's, O
je DoSear ch
dec cs: Count JSCal | s
sti ; Code we stole fromxw ng for
neg bx ; the patch.
neg di
ret

Ckay, search for the password code.

DoSear ch: push bp
nmov bp, sp
push ds
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push es
pusha

; Search for the password code in nenory:

nmov si, zzzzzzseg

nov ds, si

xor si, si

nov di, cs

nmov es, di

nmov di, offset PasswordCode

nmov cx, PWength

cal | Fi ndCode

jc Not Ther e ;1f didn't find pw code.

; Patch the XWNG password code here. Just store NOPs over the five
; bytes of the far call to the password routine.

nmov byp ds:[si+11], 090h ;NOP out a far call
nmv byp ds:[si+12], 090h
nmv byp ds:[si+13], 090h
nov byp ds:[si+14], 090h
nmov byp ds:[si+15], 090h

; Adjust the return address and restore the patched joystick code so
; that it doesn't bother junping to us anynore.

Not Ther e: sub word ptr [bp+2], 5 ;Back up return address.
| es bx, [bp+2] ; Fetch return address.
; Store the original joystick code over the call we patched to this
; routine.
nov ax, word ptr JoyStickCode
nmov es:[bx], ax
nov ax, word ptr JoySti ckCode+2
nov es: [bx+2], ax
nmov al, byte ptr JoySti ckCode+4
nmov es: [ bx+4], al
popa
pop es
pop ds
pop bp
ret
Sear chPW endp

EIE R R R R R R R R

; FindCode: On entry, ES:D points at some code in *this* program which

; appears in the XWNG garme. DS: S| points at a block of menory

; in the XWNG gane. Fi ndCode searches through menory to find the
; suspect piece of code and returns DS:SI pointing at the start of
; that code. This code assunes that it *will* find the code!

; It returns the carry clear if it finds it, set if it doesn't.

Fi ndCode proc near
push ax
push bx
push dx
DoOnp: nov dx, 1000h ; Search in 4K bl ocks.
OnpLoop: push di ; Save ptr to conpare code.
push si ;Save ptr to start of string.
push cX ; Save count.
repe cnpsb
pop cX
pop Si
pop di
je FoundCode
inc si
dec dx
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Fi ndCode

j ne
sub
nov
inc
nov
cnp
ib

pop
pop
pop
stc
ret

pop
pop
pop
clc
ret
endp

Resident Programs

QrpLoop

si, 1000h

ax, ds

ah

ds, ax

ax, 9000h ; Stop at address 9000: 0
DoOp ; and fail if not found
dx

bx

ax

dx

bx

ax

R EE R RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEESEEESEEERERSE]

; Call to password code that appears in the XWNG game. This is actually

data that we're going to search for in the XWNG obj ect code

Passwor dCode

Passwor dCode
EndPW

PW.engt h

; The following is the joystick code we're going to search for

JoySti ckCode

JoySti ckCode
EndJSC

JoyLengt h
cseg

sseg

endst k
sseg

z2z7777s€g
Heap
z2z7777s€g

proc
call
nov
nmov
push
push
byte
endp

proc
sti
neg
neg
pop
pop
pop
ret
nov
in
nov
not
and
j nz
in
endp

ends

segment
dw

dw
ends

segnent
db
ends
end

near

$+47h
[bp-4], ax
[bp-2], dx
dx

ax

9ah, 04h, 00

EndPW Passwor dCode

near
bx

d

bp

dx

cX

bp, bx
al, dx
bl, a
a

al, ah
$+11h
al, dx

EndJSC JoySti ckCode

para stack ‘ STAK
256 dup (0)
?

para public ‘zzzzzzseg
1024 dup (0)

Mai n
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18.10 Summary
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Resident programs provide a small amount of multitasking to DOS’ single tasking world. DOS pro-
vides support for resident programs through a rudimentary memory management system. When an appli-
cation issues the terminate and stay resident call, DOS adjusts its memory pointers so the memory space
reserved by the TSR code is protected from future program loading operations. For more information on
how this process works, see

* “DOS Memory Usage and TSRs” on page 1025

TSRs come in two basic forms: active and passive. Passive TSRs are not self-activating. A foreground
application must call a routine in a passive TSR to activate it. Generally, an application interfaces to a pas-
sive TSR using the 80x86 trap mechanism (software interrupts). Active TSRs, on the other hand, do not rely
on the foreground application for activation. Instead, they attach themselves to a hardware interrupt that
activates them independently of the foreground process. For more information, see

* “Active vs. Passive TSRs” on page 1029

The nature of an active TSR introduces many compatibility problems. The primary problem is that an
active TSR might want to call a DOS or BIOS routine after having just interrupted either of these systems.
This creates problems because DOS and BIOS are not reentrant. Fortunately, MS-DOS provides some
hooks that give active TSRs the ability to schedule DOS calls with DOS is inactive. Although the BIOS rou-
tines do not provide this same facility, it is easy to add a wrapper around a BIOS call to let you schedule
calls appropriately. One additional problem with DOS is that an active TSR might disturb some global vari-
able in use by the foreground process. Fortunately, DOS lets the TSR save and restore these values, pre-
venting some nasty compatibility problems. For details, see

* “Reentrancy” on page 1032

= “Reentrancy Problems with DOS” on page 1032

* “Reentrancy Problems with BIOS” on page 1033

«  “Reentrancy Problems with Other Code” on page 1034
e “Other DOS Related Issues” on page 1039

MS-DOS provides a special interrupt to coordinate communication between TSRs and other applica-
tions. The multiplex interrupt lets you easily check for the presence of a TSR in memory, remove a TSR
from memory, or pass various information between the TSR and an active application. For more informa-
tion, see

*  “The Multiplex Interrupt (INT 2Fh)” on page 1034

Well written TSRs follow stringent rules. In particular, a good TSR follows certain conventions during
installation and always provide the user with a safe removal mechanism that frees all memory in use by the
TSR. In those rare cases where a TSR cannot remove itself, it always reports an appropriate error and
instructs the user how to solve the problem. For more information on load and removing TSRs, see

e “Installing a TSR” on page 1035
* “Removing a TSR” on page 1037
« “AKeyboard Monitor TSR” on page 1041

A semiresident routine is one that is resident during the execution of some specific program. It auto-
matically unloads itself when that application terminates. Semiresident applications find application as
program patchers and “time-release TSRs.” For more information on semiresident programs, see

e “Semiresident Programs” on page 1055



